OKTA Course

Content

Topic Day
OKTA overview DAY-1
Define Users in Okta and configuring the user attributes DAY-1
Configure Groups and Rules DAY-2
Configure external Directories (Active Directory and Oracle Day-3,4
LDAP(OUD))
Okta Profile Mastering (Attribute Level Mastering — ALM) Day-5
Configure Users to admin specific roles (Delegated Administration) | DAY-6
Customize Okta DAY-6
Monitor your Okta Org DAY-7
Monitoring the logs DAY-7
Basic of how SSO works DAY-8
Configure SAML based cloud application for SSO DAY-8,9
Configure Custom Application integration for SSO DAY-9,10
Understanding OAuth & OpenlDConnect DAY-11
MFA (Multi Factor Authentication) DAY-12
Implementation of MFA DAY-12
Configure authentication policies DAY-13
Implementation of MFA for Application specific DAY-13
Understanding APl Token DAY-14
Understanding different API DAY-14
POSTMAN for OKTA APIs Day-15
Configure Okta API to create/update/ modify User profile, groups DAY-15,16
Configure custom login page for Okta org and applications specific | DAY-17
Understanding SCIM connectors for provisioning DAY-18,19
Custom Sign-out configuration DAY-20
POSTMAN for OKTA APIs DAY-21
Okta Sign-In Widget DAY-22
Okta Access Gateway-OAG (Lab not included) DAY-23

Note —
1) This course content is only for the status tracking.
2) Topics will be updated accordingly.
3) We can discuss in class if we miss any important topic here.
4) Training hours may extend based on the content delivering.




